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1 Introduction
1.1 This inspection has been conducted to assess Gloucestershire County Council’s level of 

compliance with the Regulation of Investigatory Powers Act (RIPA) 2000 and all 
associated Codes of Practice in respect of the Council’s use of directed surveillance, 
covert human intelligence sources (CHIS) and the acquisition of communications data 
(CD).

1.2 The Inspection was conducted on 30th May 2019 by IPCO Chief Inspector Alex 
Drummond.

1.3 Gloucestershire County Council (GCC) provides the top tier of administration to six 
district councils that collectively serve a population of around 628,000 across a 
predominantly rural area of 1000 square miles. GCC has responsibility for the provisions 
of services such as education, leisure, community safety, roads and travel, social care, 
waste disposal and planning. The Council also has responsibility for the Fire and 
Rescue Service. The Council is led by a chief executive supported by team of directors 
arranged across four clusters of; Core Functions, Adult Services, Families and Children, 
and Communities. 

1.4 The Head of Legal Services is nominated as the Senior Responsible Officer in relation 
to the Regulation of Investigatory Powers Act 2000 (RIPA) and the majority of covert 
investigation activity relates to Trading Standards offences.

1.5 The GCC Chief Executive is Peter Bungard – peter.bungard@gloucestershire.gov.uk

1.6 The Senior Responsible Officer for RIPA and covert investigation matters is the Head of 
Legal Services, Gillian Parkinson – gillian.parkinson@gloucestershire.gov.uk  

2 Inspection methodology
2.1 The inspection comprised of a review of policy documents and training records, 

examination of all applications and authorisation completed since the last inspection in 
2015; and discussions with key staff involved in the application, authorisation and 
oversight of covert surveillance. 

2.2 Statistics relating to previous authorisations and those examined is captured below and 
a full list of references is included at Annex A. 

July 2015 – May 2019,

Gloucestershire
County 
Council

Total 
authorisations in 

current 
inspection period

Total records 
viewed at 
Inspection

Directed 
Surveillance 20 20

CHIS (crime) 0 N/A

Table 1. Key Statistics

mailto:peter.bungard@gloucestershire.gov.uk
mailto:gillian.parkinson@gloucestershire.gov.uk
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3 Key findings
3.1 Recommendations

3.1.1 The inspection found that GCC maintain a high overall standard of compliance with 
the legislation and procedures governing the use of covert investigations and no 
formal recommendations are required. The two recommendations made following the 
previous inspection have been addressed (see below) and to assist in maintaining 
the current good standards, a number of observations are offered, alongside some 
identified areas of good practice. 

3.2 Observations

3.2.1 The key observations arising from the inspection are listed in the table below.

Number Reference In relation to Observation Observation type

O1 4.2 Internet 
Policy

The Internet Policy should 
be further revised to 

include reference to the 
2018 Code of Practice. 

To assisting in 
maintaining good 

standards of 
compliance

O2 5.3.4 Training
The excellent strategic 
RIPA training plan in 
place for 2019/20

Good Practice

O3 5.3.5 Internal Audit

The excellent process in 
place for an annual review 
of authorisations and 
procedures by the Senior 
Responsible Officer. 

Good Practice

O4 5.3.8 to 
5.3.10

RIPA 
Collaboration

Significant opportunity 
exists to collaborate 
across Gloucestershire 
local authorities.

Opportunity to 
reduce bureaucracy 

and increase 
efficiency 

O5 5.4.4 Non RIPA 

Use of RIPA terminology 
should be avoided for 
activity that falls outside 
the requirements of 
legislation. 

Good Practice

Table 2. Key observations resulting from inspection

4 Previous recommendations
4.1 The previous inspection made two recommendations and the following progress was 

noted:

R1 - The Council should revise its policy and procedures to include advice and 
guidance to staff on the use of the Internet and social media investigations. 

4.2 Completed. Council Policy was revised as requested. However, since that 
recommendation was made new surveillance and CHIS codes of practice have been 
produced by the Home Office. Both of the new codes include specific guidance on 
the use of the internet and social media and the GCC policy would benefit from an 
inclusion directing readers to these new paragraphs as a first point of call. An 
observation is therefore offered that the Internet Policy be further revised to include 
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clear reference to paragraphs 3.10 to 3.17 (surveillance) and paragraphs 4.11 to 4.17 
(CHIS) of the codes of practice (2018 editions).  

R2 – The Council should consider providing some resilience to role of the single 
Authorising Officer.

4.3 Completed.  Following the last inspection, a second authorising officer was trained 
and appointed, and under a current GCC review of RIPA training and procedures, 
there are plans to identify a wider cadre of senior managers to undertake the role 
when required.  

5 Inspection findings
5.1 Errors

5.1.1 No errors have been reported to IPCO and none were identified during this 
inspection. A minor administrative issue where a unique reference number had been 
duplicated had been identified during an internal audit by the Head of Legal Services 
and was rectified. At the same time, process was revised to prevent any risk of a 
reoccurrence.  

5.2 Confidential Information

5.2.1 There has been no case where confidential information has been obtained

5.3 Policy and Procedures

5.3.1 The Council has developed a comprehensive policy document that is published on 
the GCC Intranet and available to all staff. The policy provides clear and accurate 
guidance covering the use of RIPA including explanations of relevant legislation, 
directions on how to complete an application and a useful appendix setting out a flow 
chart of circumstances where RIPA may need to be considered. The policy also 
directs readers to further information from the primary legislation and the Codes of 
Practice; and includes guidance on the handling and retention of material obtained 
during surveillance and CHIS operations. As highlighted above, the section covering 
the use of the Internet (Section 3, page 9) would benefit by way of reference to the 
relevant paragraphs in the revised codes of practice.

  
5.3.2 Applications and subsequent authorisations are completed in paper copy and the 

details for every application are recorded on a central record of authorisation. Once 
an application has been authorised it is taken before a Justice of the Peace for 
endorsement in accordance with the Protection of Freedoms Act 2012. GCC has 
invested time building strong relationships with the court which also involves regular 
applications for search warrants and financial restraint orders. The RIPA records 
examined revealed that Magistrates and District Judges are making detailed 
observations and clearly articulating their considerations when contemplating an 
authorisation.

5.3.3 Since the last inspection there has been a change of staff and the primary 
authorising officer and strategic lead for RIPA is the Head of Regulatory Services and 
Consumer Protection. This officer is a very experienced investigator and has clearly 
put her stamp on the process. The RIPA file examined during the inspection 
contained numerous items of correspondence where advice had been sought of the 
authorising officer. The guidance offered in return is well considered, measured and 
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provides sound and accurate interpretations of the legislation. As an example, see 
the guidance provided to the schools admissions teams on 11/01/2019.

5.3.4 It was observed in the previous inspection that training on RIPA issues had not been 
undertaken for some time. However, since then regular and relevant training has 
been provided including training delivered by external specialist providers, and 
internal awareness and refresher training. As part of the 2019/20 training plan a 
programme has been developed that will provide specialist training for four distinct 
groups. This will include a session for authorising officers, one for other line 
managers, a more advanced course targeted towards Trading Standards Officers 
who already have a working knowledge of RIPA, and a further course for 
enforcement staff from other teams who have very limited RIPA knowledge and 
awareness. This is an excellent strategic training investment that is rarely seen in 
local authorities and should be commended.

5.3.5 As part of GCC’s governance of RIPA an internal review of authorisations is 
conducted by the Senior Responsible Officer. The last review was conducted on the 
1st April 2019 and contains a comprehensive assessment of applications and 
authorisation for covert surveillance, referenced against a checklist of baseline 
requirements. As a result of this latest audit six recommendations were made 
covering areas such as the GCC retention schedule, the procedures in place to 
report to the GCC Audit and Governance Committees, the need for further guidance 
on the use of the Internet and social media, and establishing clear procedures of 
reporting errors (should any occur) to IPCO in the timescales now set out in the 2018 
Code of Practice. This internal audit is now conducted on an annual basis and is an 
excellent process to maintain high standards of compliance with the legislation. It is 
commended and highlighted as good practice. 

5.3.6 An annual report is now provided to the GCC Audit and Governance Committee to   
comply with the Surveillance Code of Practice (paragraph 4.47) that requires elected 
members of the Council to review the authorities use of RIPA and agree policy at 
least once a year. 

5.3.7 There are a number of collaborations between GCC and Gloucester City Council, 
including the appointment of a joint senior manager post. The Commissioning 
Director for the County Council also acts as the Managing Director of the City Council 
and therefore has strategic oversight of all RIPA based activity taking place within 
each authority. In addition, the City Council is part of a shared legal services model in 
partnership with two of the Borough Councils.

5.3.8 It was abundantly clear during the inspection that a significant opportunity exists 
within Gloucestershire for wider collaboration on RIPA structures between the County 
Council and the six District Councils. Whilst there is some synergy between those 
that share legal services, each authority operates independently in their approach to 
covert investigation. Consequently, there are seven different policy and guidance 
documents, seven Senior Responsible Officers, and seven central records and 
operating models.

5.3.9 There are a number of regional collaborations in place across the UK where local 
authorities have implemented a single operating model that brings efficiencies 
alongside increased confidence and knowledge in the application of RIPA. Some of 
these collaborations have gone as far as creating a single joint investigation team, 
whilst others have found financial and operational efficiencies by just collaborating on 
areas such as a single procedures and guidance document and joint training.  
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5.3.10 Even across police forces and law enforcements agencies shared services and 
collaborations are now common place and the Investigatory Powers Commissioner is 
keen to support local authorities who wish to embrace the full opportunities available 
under RIPA in the exercise of their statutory functions. If this is a concept that the 
respective council Chief Executives would like to scope and explore further, the 
Investigatory Powers Commissioners will provide guidance and support through 
IPCO.           

5.4 Directed Surveillance

5.4.1 All the applications and authorisations for directed surveillance completed since the 
last inspection were examined and found to have been completed to a very good 
standard. Whilst the majority of surveillance had been targeted towards the sale of 
unlicensed tobacco and cigarettes, it had been utilised across a range of crimes 
including the enforcement of animal welfare banning orders and the sale of 
counterfeit goods.

 
5.4.2 The majority of authorisations examined had been granted by the Head of Regulatory 

Services and Consumer Protection who had articulated sound reasoning of necessity 
and proportionality in all cases, alongside assessments of collateral intrusion tailored 
to each investigation. Case URN 190 is an excellent example and an exemplar that 
could be used to illustrate best practice for the forthcoming training. All bar one of the 
authorisations had been subsequently endorsed by a Justice of the Peace. The 
exception (Case URN 171) had been declined by a District Judge as he considered 
sufficient intelligence/evidence was already available on which to apply for a search 
warrant to take overt enforcement action. All authorisations had been promptly 
cancelled when no longer required.

5.4.3 Covert surveillance has been used to great effect by GCC to fulfil a number of its 
primary enforcement functions. In almost all cases the objectives of the operation 
were achieved and either provided direct evidence of the criminal conduct under 
investigation or provided the grounds on which to apply for a search warrant. Many of 
the cases have resulted in significant convictions and/or the closure of premises that 
were being used for illicit purposes. The most notable being case URN 182 that 
resulted in prison sentences of 9 months and 4 months for the principal offenders 
(both sentences suspended for two years), and the forfeiture of over £100,000 cash 
under a Proceeds of Crime Order.  

5.4.4 Running in parallel to the RIPA process for directed surveillance is a procedure to 
authorise covert surveillance classed as “Non-RIPA”. This is used as a last resort 
where overt action is not possible or feasible, and the option of using an authorisation 
under RIPA is not available as the penalty for the criminal conduct being investigated 
falls below the threshold of six months imprisonment required under the Protection of 
Freedoms Act. This process is only used where the Council considers it is compelled 
to act to fulfil its statutory functions and only one such operation was conducted 
during this review period. This case related to the breach of planning conditions 
under the Town and Country Planning Act 1990 concerning suspicious activity at a 
waste processing plant. A second activity for Non-RIPA activity was declined by the 
authorising officer. The GCC Non-RIPA process virtually mirrors that of the RIPA 
directed surveillance process with the same level of scrutiny being applied to each 
application. It was observed that the same RIPA templates are utilised for this 
process and in the comprehensive reasoning provided by the authorising officer, the 
activity is referred to as directed surveillance. To avoid confusion and maintain the 
distinction between RIPA and the Non-RIPA process it would be advisable to avoid 
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use of the term directed surveillance and delete any reference to RIPA on the 
application template. 

5.5 Covert Human Intelligence Sources (CHIS)

5.5.1 The Council has not made any use of CHIS but would not rule out the need to do so 
if circumstances dictated otherwise. The policy and procedures, and the knowledge 
of staff as to what constitutes a CHIS is good, but the Council acknowledge that 
further training would be required in areas such as risk assessment and steps to 
protect true identities of CHIS if they were ever to consider the use of this tactic. The 
Council would also seek guidance and support from Gloucestershire Police.

5.5.2 With the ever increasing use of the internet for investigative purposes the potential 
for the use of Trading Standards investigators as CHIS conducting low level 
undercover work ‘on-line’ was discussed and although not a tactic the Council is yet 
ready to undertake, staff and managers are aware of the potential and fully 
understand the legislative requirements that would need to be in place to conduct 
such enquiries.

5.6 Communications Data (CD)

5.6.1 GCC has not made any application to acquire communications data (CD) during the 
reporting period but is registered with the National Anti-Fraud Network (NAFN) and 
has processes in place to do so if required. During feedback it was highlighted that 
going forward the acquisition of CD will fall under Chapter 3 of the Investigatory 
Powers Act 2016 (IPA) which will put local authorities on the same standing as the 
police and law enforcement agencies. Previously local authorities have been limited 
to obtaining subscriber details (known now as “entity” data) such as the registered 
user of a telephone number or email address. Under the IPA, local authorities can 
now also obtain details of in and out call data, and cell site location. This information 
identifies who a criminal suspect is in communication with and whereabouts the 
suspect was when they made or received a call, or the location from which they were 
using an Internet service. This additional data is defined as “events” data and has 
long played a vital role in criminal investigations.

  
5.6.2 A new threshold for which CD “events” data can be sought has been introduced 

under the IPA as “applicable crime”. Defined in section 86(2A) of the Act this means: 
an offence for which an adult is capable of being sentenced to one year or more in 
prison; any offence involving violence, resulting in substantial financial gain or 
involving conduct by a large group of persons in pursuit of a common goal; any 
offence committed by a body corporate; any offence which involves the sending of a 
communication or a breach of privacy; or an offence which involves, as an integral 
part of it, or the sending of a communication or breach of a person’s privacy. Further 
guidance can be found in paragraphs 3.3 to 3.13 of CD Code of Practice.

5.6.3 The IPA has also removed the necessity for local authorities to seek the 
endorsement of a Justice of the Peace when seeking to acquire CD. All such 
applications must now be processed through NAFN and will be considered for 
approval by the independent Office of Communication Data Authorisation (OCDA). 
The transfer of applications between local authorities, NAFN and OCDA is all 
conducted electronically and will therefore reduce what can be a protracted process 
of securing an appearance before a Magistrate or District Judge (see local authority 
procedures set out in paragraphs 8.1 to 8.7 of the CD Code of Practice).  
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5.6.4 This change represents a significant opportunity for GCC to enhance its ability to 
conduct effective and efficient investigations and the Chief Executive and Senior 
Responsible Officer may wish to explore this avenue further. 

6 Conclusion
6.1 This inspection has established Gloucestershire County Council has maintained a 

most professional, legally compliant, and operationally efficient approach to the use 
of covert investigation powers. The structures in place have produced a high 
standard of application and authorisation that have passed scrutiny during 
subsequent criminal proceedings in the Crown Court.

 
6.2 Consequently, there are no formal recommendations required, just a continuance of 

the approach and procedures in place. To aid that continued effort several 
observations are offered that highlight best practice and will assist to maintain the 
good standards being attained. 

6.3 Specific attention is drawn to the observations at paragraphs 5.3.8 to 5.3.10 
highlighting the opportunity that exists within Gloucestershire to explore further 
synergy or collaboration between the County Council and the six District Councils, 
and further guidance and support from IPCO is available should the respective Chief 
Executives wish to scope this potential further. 

Alex Drummond
Chief Inspector IPCO
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Annex A

For completeness, a full list of all records viewed during the inspection is captured below in 
Table 3. All records were reviewed in full. 

Directed 
Surveillance URN Operation name

171 Knoxville
172 Named Subject
173 N/A
174 Named Subject
175 Named Subject
176 N/A
177 Named Subject
179 Named Subject
180 Named Subject
181 Manor
182 Named Subject

182A Manor
183 Manor
184 Cast
185 Named Subject
186 Named Subject
187 Cast
188 Crab
189 Named Subject
190 Duopoly

 Table 3. List of records viewed 


